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el S T/ B2 L OSO
Sem-V Diploma Exam 2023 (Odd)
(Common Branch) (Theory)
[Time: 3 Hours] Internet of Things (Basics) (2000505C) [Max. Marks: 70|

All questions are compulsory. (@ 5% Fifar R))

o = § sy Al O &
Marks are mentioned on the right side of cach question. (3% @l 54 = a7 ¥ 5% FZ %)

Group (A) (qv -¥)

Q.1 Choose the most suitable answer from the following options. (1%20=20)
(et s3gw e st g o) -

L. In 10T, what docs "thing" refer to? (IoT &, "awg o & o w6 87)
(2) Any physical object with an IP address (IP = =er =% ©1 fw 3%7) () Human beings (53%)
(b) A virtual concept only (55 T T FEERT) (d) Software appiications (F7=2t #5352 )
ii. What is the primary purpose of the IoT gateway? (LoT fies = Wt 3T 7 7))
(2) To store data ~(c) To process data locally
(Re1 @R FE = %) (1 ! =T ¥ & =60 7))
(b) To connect [oT devices to the cloud (d) To act as a firewall

(loT g5 =1 mree 5 9% = o) (FrRe @ & &9 3 T @)
iil.  Whatis 2 "Node" in an [oT system? (IoT &= & "31s" 721 87)

(a) The central server (7= 53) (c) The communication protocol (5% sc=ia)

(b) A singlc device or scnsor (T e ST 4T §) (d) The programming language uscd (55% sz %7%7)

iv. What role does AWS loT Core play in the AWS ecosystem?
(AWS ToT Core AWS =fufea & 3 = wfirr et 7)

(a) Database management (2w se0a=) (c) Video streaming (38 )

(b) 10T device management and communication (ToT gft v & gwm) (d) Social networking (F¥ T2 =)

V. Which cloud provider offers sexvices like [oT Hub and [oT Central?
(7 & aer2e sew (0T 7@ 3k [oT Fgw Wt #ars ye= & 27)
(a) Google Cloud Platform  (b) Azure (c) AWS (d) IBM Cloud
(1@ FATBZ TiEHE) (35R) (AWS) (3ETm =)
Vi,

Why are communication protocols essential in IoT systems? (IoT Rite:i 5 e sict=ie & sawe §7)
(a) To control the physical appearance of devices
(Ruerweit #i e wafiafe i Rafa =G & fow)
(b) To regulate the speed of devices
(aerett & e = fafiafina w26 for)
(¢) To ensure interoperability and efficient data exchange between devices
(m#mmﬁw%ﬁﬁﬁW\m Wm)
(d) To monitor device temperature
(3 = areHr s FFRE 5 63)
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vii.  Whatis the primary role of MQTT in [oT? (IoT & MQTT # vt s a1 27) !
(a) To regulate device power consumption (3t # fasreft @ua 1 faffa me % fow) :
(b) To facilitate real-time communication between devices (3t & e &z @ tan 41 afen ¥ o) f
() To determine the location of devices (3vsiut &1 e Pruifta &) ¥ fiv) j
(d) To control deviee shape (4 & sts ® fabe w & fie) :

. - |
viii.  Which of the following is a common dpphmtlon of Bluetooth Low Energy
(G

|
= N SO T WS @ W srsai §7)
(a) Home heating systems (S a5 someh)

(¢) Heavy machinery control (w5751 &27=) |
(b) Augmented reality gaming (daa awe v ©5m)

(d) Satellite communication (3557 #=7)

iX. How does Python contribute to IoT API mtc;,x ation? (Python IoT AP === 5 5% zr== a1 37)
(a) By controlling device power (3w %t B =1 5250 )

(b) By analyzing data (ST =1 &eesw 515)

(c) By interfacing with sensors (F&1 % ®i¥ feom #5)

(d) By providing libraries and frameworks for APl development (=7 &7 =

Ih_rT"\ TEITE FiL B Ses w)
X. What is the primary limitation of Wi-Fi for IoT devices? (IoT S5 = &< 53-%5 =i 509 5% = = 521 &)
(2) Large power consumption (b foeeh = @1e) (c) Low data transfel rates (= 3 ¥ =)
(b) Limited range (=:f=a ) (d) High cost (3== 5=7)

Xi. In IoT applications, what can a thermocouple be classified as?
(10T w52 &, eateaet =t e SR & Fa e S Tl 87)
(2) Sensor (b) Actuator -(c) Transducer

(d) Power supply unit
(G9) (Caay) (TwsE=) (et 3 7=%)
Xii.

What is the primary function of 2 development board in 10T? (IoT = e 578 =7 == = 21 27)
(@) To store dala (3& =3 5t & ©%)
(b) To provide a plaiform for testing and programming loT devices
(ToT szcs = wam ik SunfEn & g & = 5a= =)
(c) To analyze (a1 =1 fassor &t = ()
(d) To control device power (e @ o5 & =45 o & o)

xiii.  Which wireless network is commonly used for short-range communication between [oT devices?
(10T a5sc] & 19 579 20 & weR 5 g simd i & Bl T e @ 3wl e s 7)
(a) 4G (b) Bluetooth (c) Wi-Fi (d) ZigBee

xiv.  What is the purpose of using Wi-Fi libraries in [oT development?
(LOTT fawrme % amé-wr wmeed o Iudin o & Iev 41 87)
(a) To control device power (af % ufe =1 fFefa =t  fo)
(b) To store data (Ze1 < %@ & fav)
(¢) To facilitate communication between devices over a Wi-Fi network (sTé-rd Feaw R R & N TER A gEv ¥ R)
(d) To analyzc data (&a1 s Fease ¢ & o)
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xv.  What is NodeMCU in the context of [0T? (IoT & &=2f # NodeMCU w1 87)

(a) A sensor (¢) A development board based on ESP8266
(U dlast) (ESP8266 vt siurfiz o fomrm 7E)

(b) A wireless network (d) A programming language
(7w wm@id doad) (T Sz xm)

x¥l. How ure seosors typically connected to development boards in an [oT system?
(loT" stuiedl ¥ gy amnfie w Ry el & &2 T3 B4 87)

(@) Through wircless communication only (¢) Via satellite signals
(oY e e i v ) (37 &1 3 7wm

(b) Uelug physieal wires and pins (d) Through Bluctooth connection
(vAifer st st frdt war g g (e =9o7= ¥ o= 3)

Xvil.  What does APLstand for in the context of [oT9 (IoT & €=t = APl & 71 3 27)

(a) Advanced Programming Interface (¢) Automated Processing Interface
(g it gqchi) (Farfen e saw)

(b) Applieation Programming Interface (d) Advanced Processing Interface
(arfirhin gt Yaripm) (=% F=f wwom)

X VI 1n RTEST, what is a resource? (REST 2, &5 = 7)

(a) A physledl device only (¢) Auy entity that can be identified and manipulated
(et usi Shfiewn g (35 +fi 3578 52 sem o 3R B wwa B)

(B> A virtunl voneept only (d) A type of API
(A 19 ST grawm) (T 53 = Trar3)

XN [low does REST differ from SOAP in terms of data format?
(8 e & ok & RIIST SOAP 4 firg s S 2?)

(a) IRES T usen XML, while SOAP uses JSON (REST XML & 35 7w ¢, 72 SOAP JSON &7 358 01 %)
(b) RLK'T usen JSON, whilc SOAP uscs XML (REST JSON =1 3w sxan 3, @s% SOAP XML = 35387 awar 2)
(c) Woth RUST und SOAP use XML (REST 3t SOAP @5t XML 51 3757 s ?)

(d) Doth REST nnd SOAP use JSON (REST s SOAP 2 JSON =1 3527 = §)

XX:  Whut does SOAP stand for in the context of [0T? (10T % =¥ ¥ SOAP =7 527 3% 27)
(a) 8Imple Objeet Access Protocol (¢) System Output and Access Protocol
(VR aifewut sy shaneie)

(= smee 3% =i seme)
() Seiviea Oriented API Protocol

(d) Secure Object Access Protocol
(6T 3w ol sierarler) (TR it == sidmw)

Group (B) (g7 )

Q.2 Write some of the challenges associated with implementing 10T solutions. 4
(TO'T wmiedi = 0] A ¥ 9 gAifat = foa)
OR (3reram)
Deseribe the conceept oflOT.Explain the function of each block of the basic IOT system. 4

(107 & Nﬂmwm&’tlgﬁuﬁIOTm%W@s%mﬁﬁwﬁ)

[
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Q.3

Q.6

Q.7

Explain the ZigBee communication protocol with advantages and its applications.
(ZigBee dur Womict @ wng sl Jad arseal % arw sAren 1)

OR (arorar)

Explain the Long Range (LoRa) communication tcchnology, cmphasizing its advantages in tcrms
ol range and power consumption
(¢ 23 (LoRa) wem awmien =) awedt &5, Gt of forwiet) 3 @a & a1 5595 @t =1 ford])

Discuss the various layers of IOT. Explain with neat skctch.
(10T =i faltv swai = el w2 5o X R sqTed wl)

OR (3ry=m)

Differentiate between 1IOT and 10T.
(NNOT &k IOT & g siex w23 =x1)

Explain the role of SOAP protocol in IOT applications and Discuss situations where SOAP
might be preferred over other protocols, considering factors :ike security and reliability.

(I0T =it = SOAP semie & e At Sawean sl 37 fuiee: = ool = 98] G 1 (958570 5% =5 =
55 T §x SOAP & 372 niemm W M & S et 81)

OR (Fera)

Explore the role of WiFi libraries in IoT development, cspecially in the context of wireless
communication. Discuss some popular WiFi libraries.

(IoT foTs & aTswrs Tigenl i o1 7 AN HE, fafiy 79  swacs ¥ox & 90 ¥ 50 S =07 55938 o5es ©
= W)

Differentiate between SOAP and REST APIs.

(SOAP #< REST API = &= aict 58 &)
OR (3ran)

Explain the role of APIs in the context of the IoT. Discuss how APIs enable communication
between different softwarec components.
(10T & e 5 AP & yiftverr w2 #t) =@ &t f Tens i Sieast vemt & o Sun 39 w87 720 81)

Group (C) (7u - #)

Compare and contrast the features and services offered by major loT platforms like AWS, Azure,
and GCP. Discuss the factors that organizations might consider when choosing a platform for
their IoT projects.

(AWS, Azure 3k GCP 3 5@ loT wicw g & 91 areh glawad &k Jamei il gor1 ¢ F el &8 a1l 37
TR T TR o W ames a9 [0 SRl & o e gd e famn a e 8)

OR (araram)
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6
Provide a detailed explanation of the MQTT protocol, emphasizing the roles of broker,

subscriber, and publisher. Discuss how these components work together in an MQTT-based o]
system.

(WIS, 3T SR W o vifiveredl G st A gy MQTTT siéiet s farega aeroon vart ) sxme ot f Pro
MQTT-surikd Lol woredl 3 W Qe & s s 1)

Q.8 Provide examples of real-world applications where [oT is making a significant in field of

6
healthcare & agriculture.

(arsaterm gt & STsain & Sarew ye w et Lo wre dwvia o iy % &7 3 Heear (ol A1aH < T2 8l )

OR (erera)

Provide an overview of NodeMCU, including its block diagram and core functions. Discuss how
NodeMCU facilitates 1oT development and its compatibility with various sensors.
(3= e s siw g == efec NodeMCU =1 staeies yer x| o7red ¢ 5 39 NodeMCU [oT S 5

AL RS = D :
TSN SR T 1§60 g @l Qs S 8l)

Q.9  Describe the fundamentals of Bluetooth Low Energy (BLE) and how it differs from classic 6

Bluctooth. Discuss the applications of BLE in IoT devices, considering factors like power
consumption and device connectivity.

(z=ca il (@ \msr) = o Il = 9UiF S AR 98 FEias ESER T 9 9 7 fasal #1 @5 sk Sass == acad
ST T G [9ER F g [oT s3=wi & BLE & HTTATT T Foi Ex))
OR (areram)

Explore the usc of Wi-Fi as a communication protocol in IoT. Discuss its advantages and 6
limitations in IoT applications.

(IoT = w=m Semie @ &9 = a%-51¢ & 3940 &1 =9y &4 [oT ag":qmnmamaﬁtmwia——?u)

Q.10 Explain the fundamental differences between sensors and actuators in the context of loT. Provide 6
examples of cach and discuss how they contribute to the overall functionality of IoT systems.
(10T & St = Fee it Trged! ot 3 Siot w9w &1 5o & Sereaw se % 30t avi 3¢ 5 & JoT Fiay &1 s e
ATTeH &9 #4d dl)
OR (aryam)
Explain the significance of development boards in loT prototyping and development. Compare 6
and contrast different classifications of development boards, considering factors like
functionality and compatibility.
(loT serersfim s o= & faema aiel & wee &) =amen 5 wHamm 3 Sl S SR W) R g, e
el & fafir arffeor < qemt & s 3 ST W i)
Q.11 Write the short notes on (a) Python in 10T (b) IOTA langle 8
(wifean fesofi ford - (@) 20dsid 5 qraem (&f1) snssitdie 3eiem)
3 OR (avera)

Write the short notes on (a) JSON (b) IoT for Security and Law Enforcement 6
(Sfew feoqoft fea - (T) JSON (?ﬁ)gtaﬂsﬁtiﬁr-gua‘ch%fﬁq [oT)
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